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Abstract and Definitions

Abstract:

This guide provides basic steps for the installation and initial configuration of Activeworx software. It is not
intended to provide complete instructions for a production environment. As each network is unique in nature, it
is beyond the scope of this guide to cover every network configuration. However, after a basic configuration is
completed, defining additional elements should be based on your network security and reporting requirements.
After completing this quick install guide, please see the Activeworx Evaluator’s Guide also included with the
installation file for more in depth information on the use and features of Activeworx. Additional configuration
information can be found under the Help Menu option or the Documentation icon on the Activeworx Desktop.

Activeworx supports many different devices, operating systems and security software. For reference purposes,
we will use the generic term “assets” to refer to devices, operating systems and software that Activeworx will
monitor. This group contains, but is not limited to:

Firewalls/Routers/Switches
VPN’s

Anti-virus software

Vulnerability scanners

Intrusion detection systems

UNIX based operating systems
Windows based operating systems

Activeworx was designed to allow Network Security Administrators to create an environment where events
from different assets could be brought together under one application. This gives security administrators the

ability to quickly correlate events from different assets and analyze those events to help determine if their
network is being compromised or misused.

Definitions:

— Any device that will be monitored by the Activeworx application.

I — A general purpose program that will run one or more modules and is the main access point
for all activity.

" # §  %& — A collector/module is a component within the Activeworx manager.
) ( — Data that is captured by a collector.
# )& — A rule which is used to determine if an event meets predefined criteria for capture
and logging.
* # )& — A Flowchart created process to control how events are processed.
+ &% I — Activeworx log management system.
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Activeworx Components

Activeworx consists of two basic components:
- Activeworx Desktop
- Activeworx Manager

Activeworx Desktop
Activeworx Desktop is the main control program of the application. It is used to define assets, collectors, rules

and event databases. It also serves as a security console that provides the tools needed to monitor the various
event types, create reports and graphs, create and schedule tasks.

Activeworx Manager
The Activeworx Manager is a modular application that provides the following functions:

- Data Collection.

- Event Normalization and Correlation.

- Alert Notification.

- Data Storage

- Scheduling of reports and data functions.
- Provides granular security.

The following are types of Activeworx Manager modules:

o Network Collector — Collects all Syslog UDP/TCP and SNMP v1-3.

Winlog Collector — Communicates with Windows servers via DCOM\WMI services and requests

Windows event log messages.

Checkpoint Collector - Used to communicate with Checkpoint firewalls via OPSEC.

Cisco-IDS — Collects IDS events from Cisco IDS using SDEE.

File Collector — Collects files using FTP, SFTP and File Copy and processes data from the files.

Database Collector — Collects events from various products that use a database backend. (e.g. SNORT,

ISS Site Protector).

e Correlation Engine — Uses user defined flowchart driven rules to control the flow of events which can
be logged and/or alerted.

e Schedule Engine — Module that will run scheduled tasks.

e Audit Logger —Module that will collect, store and index events in raw and/or parsed form.

e Audit Logger Extension — Module that will collect Audit Logger Data working with the Audit Logger
module to index and query data.
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Activeworx Requirements

The following are the minimum hardware requirements, your requirements may vary depending on the amount
of events you are working with and the duration you would like to retain them.

Database System Requirements

MySQL is the recommended database system as performance is much better then MSSQL on the same
hardware.

., %
- Pentium Xeon or Opteron
-/ 1GB or Greater
# O 1 2 10GB or Greater
3
42 1 / _  AnyOS that runs MySQL, Windows for MS SQL
45 3 MySQL 4.x-5.x, (MySQL v5.1+ is recommended)

Microsoft SQL 2000-2005

Activeworx Desktop Requirements

Additional resources may be required for creating large reports (1000+ pages) or large event relationship
diagrams.

> %
- Pentium 4 or later
-/ 512MB or Greater
t Of 12 100MB
3
42 I / _  Microsoft Windows XP/Vista/2003/2008
45 3 .Net Framework version 2.0 and 3.0

Activeworx Manager System Requirements

Additional resources may be required if logging from a large number of assets or utilizing a large number of
correlation rules.

- Pentium Xeon or Opteron
-/ 1GB+
# O# 1 2 500MB

3
42 ' / . Microsoft Windows Server 2003, 2008
45 3 .Net Framework version 2.0 and 3.0
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Activeworx Manager with Audit Logger System Requirements
The manager with Audit Logger will require more resources if logging from a large number of assets or
retaining a large amount of events.

> %
- 2+ Pentium Xeon or Opteron
-/ 2GB + 5MB per host
# O# 1 2 100GB+ Depending on Data Retention
3
42 I / _  Microsoft Windows Server 2003, 2008
45 3 .Net Framework version 2.0 and 3.0

Configuration Steps

Download and Unzip Installation Package

If not already completed, from the CrossTec web site (http://www.crosstecsecurity.com/), download the
installation package. After the download is complete, unzip the files into any available folder.

Installing Activeworx Security Center Components

All components may be installed on any Microsoft Windows XP©O, Windows 2003© or Windows Vista©
operating system. For evaluation purposes the Activeworx Security Center Desktop and Activeworx Security
Center Manager may be installed on the same machine except for the Enterprise Edition. For the Enterprise
Edition the Activeworx Security Center Manager needs to be installed on a machine capable of handling the
advanced features (see Hardware/Software Requirements).

Installation and Configuration

This installation and configuration document well walk you through the installation of Activeworx.

Requirements:

Before you get started, Please review the hardware and software requirements. You will also need to have
access to MySQL or MSSQL server. Insure you have Internet access as the install process will download .Net
Framework 2.x and 3.x if not already installed.

Download and Unzip Installation Package.
If not already completed, from the CrossTec web site (http://www.crosstecsecurity.com/), download the
installation package. After the download is complete, unzip the files into any available folder.

Begin the install process:

Start installation of the Activeworx Manager by running the “asc.manager.v5.0.x.x.exe” file. When the
installation is complete, click "Finish" to exit the installation procedure and run the Activeworx Configuration
Wizard.

) Note
Activeworx requires Microsoft .Net Framework v2.0 and 3.0. If not currently installed, you will be prompted
to install during the installation process.

Configuring Activeworx
The following steps will walk you through the configuration of Activeworx Manager for a new installation.
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1. The Configuration Wizard main form will be

shown, Click # 1 to Continue.
2. Select # to begin a new installation.
" ) ! 3 . 6

Please fill out the complete form. If you don't have
a valid serial number for a purchased license or a
trial, please contact CrossTec.

Click ) !

of Activewor: Pleasa referto the instellation guide

Welcome to
Activeworx Security Center
Configuration Wizard

Thiz wazard will walk you through the canfiguration
if you have any questions,

Click to Start )
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" 0 3 . b

Select a Database Server type

Enter a Host Address or instance name.
Enter a Host Port

Enter a username and password that has
authority to create databases.

e. Enter a Location for the Primary Manager.

/ao o

L Note
For advanced options, please see the security
tab.

Once complete, Click on /

- %& /2
Select the products you would like to monitor.

Click to continue.

* &

Activeworx provides auto discovery of assets. This
is enabled by default and may be disabled in this
form.

If you would like to turn off auto discovery,
uncheck the Enable AutoDiscovery checkbox.

If you would like to manually add assets, click the
manually add assets button.

Otherwise click to skip manual add of assets
and continue on step 8.

Evenl Dalabase Server Information

Plaasa anter the euent database server pesings i store Aot
&uﬁuﬂiﬂrm

Product Types to Monitor

Hmlﬁhmmmwﬁmummm
Addtional aaget fypes can ba added at 2oy fima

AutoDiscover Assels
Bctivirwon: enables s discovery of new assms by defaul Vould you
likes 1o Rzl this o =ranualy add asases?

Ensble AutDigoovery. [
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+ & #/ %%
Based on the types of assets selected on step 5, one
of each type of device will be added.

Each asset should be edited to enter the actual
IP address and to change the description and/or
name as desired.

You may also add additional devices if desired
using the generated ones as a guide.

After assets have been updated, click to
continue.
7 1 1

Enter the real IP Address or Hostname for this
manager.

Click to continue.

8 %. 1

Enter a password for the Administrator account.
The default administrator account name is
"Administrator".

A Note
This is an internal security password and has
no relation to a database and/or windows
security.

Enter an email address for the Administrator
account where emails will be sent.

Click to Continue.

(¥ Canfiguration Wizard
Assels

coofiguration alter the program is installed

Secunty Assets to Add
Sample anasls have besn added lor sech ssael lyps you salscisd.

Pleess add addibonsl szsels =nd adid the samples ones wilh their propsr
setings including o real IP address. Some assets might need additanal

Hlars P

rl'l-‘ﬂ
L Cisco Pix 12700 CiscePix
ABBEts ore Security devices
wilhin yrorte watwvork that o sos | [ Bt | | 9@ Deles |
weonsi e 1o monitar, ’ - - i -
ean be 105 Sensar,
e [ scr | (e 3| | B Eu |
(¥ Configuration Wizard =)
Manager And Evenl Collectors
Managers 4

Name Type
[ ASC Natwork Callector ASC blebwerk Collscten
Scheaule Enpira C Schadule Engine
Licenea Servica A5C License Sarvice
Corelation Engine ASC Corralation Engira
| it Logger A5C Lyt Leoger
R LT

A girgle manager will be instailed curing the configursiion process
Plaassa enter 3 valid nama and 1P sddrean for the manager Additionad
maniagers may b2 added &l ary hime

Moraoger Mame A5C Manager

Merager IFHosiname | 132.168.0.10

féodules thel will be addsd Lo the ménaget

(¥ Configuration Wizard

'\
(el bl

Admimslrator Setlings

The default user is called Administrane’. Ploase set 3 password for this
used $hat i gregter than 4 characters You waill nead this pass word when
Vexgming: 10 Achvenaii

Admiresirator Fass
Admiresiraior Fass [Cosfirm)

Email Addreas

B e

Tavanmirdeen
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9 ! 3
Ensure the Certificate Name is either the
IP Address or the hostname of the machine where

the Activeworx Manager is installed . Then click
3

This certificate is used to secure communications
between the different components of Activeworx.

Click to Continue.

! % #
These credentials are used throughout the manager
when performing actions. One of the most common

. ; . |
actions is to connect to remote Windows Hosts. For

this collection the service user should be a domain
administrator.

Enter the UserID using the format:
DomainName\UserID

Enter a password for the account and click
- - to save the service permissions.

Click to Continue.

1 -2

Select any desired compliance tasks. These tasks
are reports, tasks and dashboard panels.

Click to Continue.

Manager

Activewor: Security Centar requires you to 2ssign 3 cerificate tothe
The certihcale name must be the host name o 1P that iz used io

e B 2
AT = g I |:

o | CN=132.768.0.10

Activewors Socurity Centar uses the senvice credentials to suthenticase
itaed 1o other hosts.
(This s=tiing musl be sel bul may be changed al =y lims|

Tasks lo Import

Ploase sotect tasks that you would like bo import {additional tasks may
bee st 3t any tima)
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If licensed for the Audit Logger you will have the
option to set the location of where files will be
stored.

If you don't want to enable the Audit Logger, Click
the Enable Audit Logger checkbox to disable it,
otherwise you might want to change the default
directories.

Click to Continue.

T

These settings are used by various functions within
the Activeworx Manager to send Emails.

Click to Continue.

-3 . 31&

To complete the Configuration Wizard, click Start.
Various messages will be displayed as the items are
created and configured.

If any errors occur, you may rerun the wizard after
the source of the problem is determined.

Emailing

Audit Logger Settings

Activewor Sudit Lngger i3 servics that resides within the Manager 1o
mmmﬁmmﬁmmm

Email Settings

meﬂmnm Mhmudm
MW

ﬁ#h . meel makanrer cam |
Email Address for ASC |n@wﬂhﬂ¢m
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31& 1

After the configuration has been completed, you
will be presented with this form which outlines the
necessary tasks to complete the installation and
configuration.

You may print the form by right clicking anywhere
on the form and then select the print option. It is
also stored as a file in:

C:\Program

Files\Activeworx\ASC Manager\configure.htm

After these tasks are complete, Activeworx should
be operational.

Click to close the Wizard.

+

After exiting the Configuration Wizard the
Activeworx Manager will start. Click

the manager service.

Verify during start up that no errors (highlighted in
red) appear in the Log.

to start

If you wish, you may now close the Activeworx
Manager now.

(1 Note
The Activeworx Manager runs as a service.
Closing the Manager Application will not stop
the service.

Install Activeworx Desktop

[ (¥ Configuration Wizard
Final Configuration Tasks
The Followng Tasks need to be perdformed to complete the installabon:
Finizh Configuring Collectors
™ Install Required Collsctars
ASC Network Collector
ASC CheckPoint Collector

ASC Windows Event Log Collector

I Copy the confisoration fil=s that are located in |directory| to the appropriate
collector installation directory

asce.config - ASC Networdk Collector Confimuration Fil=

nnalokli sonfipe A8 C [Uhadls Do Calnnrars Canfmprason

4| Sian Activeoes Managar on Exit | €eock| | 1en p
o erivenon Security Ceter Maneger 50 | )
File  Help
EE i
§ Datsbasasatig ey alim | Unknows Serall Evems. W
B Manage Settings Log
Liog Setfinga
FJ, Communicaticn Ssbtngs
¥ Service Settings
4‘ Configwed Meddes
B o B Geston | B S

If you have not done so, install Activeworx Desktop by running the file asc.desktop.v5.0.x.x.exe.

7 )& 12
You may now start the Activeworx Desktop to

complete the install.

Enter the & - administrator

Enter the 2 % you specified in step 9.
Enter the - %% or5 - you entered in
step 10 without the CN=.

Click !

Activeworx Login

Username | Administrator & Legin
=
Hestnamel|P | @sc localnet|com
Port | 8717

Version: 5.0
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Desktop Overview
As a brief introduction to
the Activeworx Desktop, - @0 at3 3 8 )F ® e & 0 Dime some D
a short explanation of : vt pan DAL AL IAILI
each icon grouping is
presented.

Red —

IP tools that may be run
manually.

¥ Activeworx Security Center Desktop

Event

Purple —

Event databases and Audit
Logger icons. Clicking on
these icons will open the
event database of that
type. You can then expand
each database to access
database functions.

Green —

Icons that will open
various functions of the
product.

Dashboard — Displays
current Activeworx
configuration, application N\

log, scheduled events and status of Activeworx Security Center Manager.

User:ad m'm'lstratorll i

Resources — Is used to define all assets, collectors, rules etc. and configure them.

Task Manager — Is used to create various types of tasks (i.e. reports, searches, archive functions, graphs,
diagrams etc.) Tasks can be made permanent by naming them and then saving them. They can then be used later
by the Task Scheduler or to be run manually.

Task Scheduler — Does exactly what the name implies. It gives the ability to schedule tasks which will be run
automatically by the Activeworx Manager using the Scheduler module. Also gives the ability to distribute
reports via email or uploading to a server.

Report Center — Facility to run ad hoc reports.

Administration — Security, users, user groups and database and program function authorizations are handled
within the Administration function.

Blue —
Time filter, when viewing events of the various event databases, determines how much data is presented on the

desktop.

Most of these functions are also repeated on the Sidebar for easy selection (Black).
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Conclusion

This concludes the Quick Install Guide. As stated previously, this is a starter guide for the Activeworx Security
Center software. Additional set up will be necessary for a live production environment. For additional help, you
may visit our website at www.crosstecsoftware.com.

You may also wish to consult the documentation or Evaluator’s Guide that was also included in the installation
Zip file for further information on the use and features of Activeworx.

You may also contact the Technical Support Group at (877) 512-4134. Technical support is provided free of
charge during the evaluation period and is included in the maintenance support if you’re an existing customer.

We at CrossTec, Inc. would like to take this opportunity to thank you for evaluating our software.

Copyrights

Windows, Windows XP, Windows 2000, Windows 2003, Windows Vista, MS SQL and components are
registered trademarks/copyrighted operating systems and programs of the Microsoft Corporation.

MySQL and components are registered trademarks/copyrighted software of MySQL AB.

Activeworx and components are registered trademarks/copyrighted software of Activeworx, Inc.
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